
Whitepaper

Secure Access:
Granted
Why Every Business Needs to Deploy a 

Multifactor Authentication Method



Secure Access: Granted

Table of 
Contents

3
Passwords Aren’t Enough

4
What is multifactor authentication?

5
3 Important Reasons to Deploy MFA

6
Ensure 4 Points of Trust

8
How to Get Started

2



The internet has transformed our lives 
by making the purchase of goods and 
services much faster and convenient, but 
all of that comes with a cost. The online 
world presents risks in personal and 
professional security. Just how big are 
these risks?

A study by the Clark School at the 
University of Maryland revealed that a 
hacker attacks a computer with Internet 
access every 39 seconds1, affecting one 
in three Americans every year. The non-
secure usernames and passwords we 
use give attackers a greater chance of 
success. Today, 54% of consumers use 
five or fewer passwords for all their 
accounts; that’s a risky security practice 
that allows hackers to take down 
multiple accounts just by cracking one 
password.

According to the 2018 Verizon Data 
Breach Investigation Report2, 81% of 
data breaches over the last few years 
have been associated with passwords. 
Computers don’t know when a password 
has been compromised; they grant 
access to anybody who can get in. 

This lack of proof of identity is an 
obvious flaw in using solely passwords 
for security.

In this whitepaper, we’ll review:

• What multifactor authentication is

• Why every business should adopt a 
multi-step security protocol

• How easy it is to deploy the 
technology to users, devices, and 
applications
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What is multifactor 
authentication?

Multifactor authentication (MFA) is a 
security practice that requires more 
than one method of authentication 
from independent categories of 
credentials to verify the user’s identity 
for a login or other transaction. Your 
credentials fall into of these three 
categories:

1. Something you know

Ex: A password, PIN, or answers to 
security questions.

2. Something you have

Ex: A security token, employee ID card, 
one-time password, key, bank card, or 
smartphone.

3. Something you are

Ex: Your fingerprints, retinas, irises, 
face, or voice.

Your credentials must come from two 
different categories to enhance security 
– so simply entering two different 
passwords is not multi-factor.

One MFA scenario outlined by The 
National Institute of Standards and 
Technology (NIST) is logging in to your 
bank account. If you’ve turned on MFA 
or your bank turned it on for you, you’ll 
type in your username and password. 
Then, as a second factor, you’ll use an 
authenticator app, which will generate 
a one-time code that might be 
delivered via your cell phone for you to 
enter it on the next screen. That’s it!

MFA is all about making it more difficult 
for hackers to access your company’s 
sensitive data, email addresses, files, 
company credit card numbers and sign-
in information, as well as your personal 
data. 

4



3 Important 
Reasons to 
Deploy MFA

1. Protection of User Identity, 
Specifically Email Accounts

In phishing campaigns, attackers send 
emails with urgent subject lines to get 
users to open them. Phishing emails 
typically include a link that redirects 
users to a malicious site that 
downloads malware on their devices, or 
a link to a spoofed website with a login 
form to steal user credentials.

2. Protection of User Devices 

With the advent of bring your own 
device (BYOD), users are using their 
own devices, such as smartphones, 
laptops and tablets, to log into work 
applications remotely.

The problem is that IT departments 
can’t manage these unknown devices. 
With no insight into how secure or up 
to date they are, these devices can 
bring with them the risk of malware or 
exploitation — providing yet another 
entry point into an organization’s 
environment.

How often do your users update their 
smartphones? Typically, there’s a 
window of time between when a new 
vulnerability is reported and when an 
attacker attempts to exploit it (before 
users update their software).

For example, research has shown that 
more than 50 percent of enterprise 
devices run with out-of-date versions of 
Flash. 

Why does this matter? Attackers often 
integrate new software vulnerabilities 
into their exploit kits, which are 
designed to execute payloads and 
install malware on users’ devices.

3. Application Protection

Web applications can be accessed via 
your browser, and include services such 
as email, data storage, collaboration 
and productivity apps that require no 
local hardware or software installation 
to use. It makes it fast, easy and reliable 
for users to log into resources with just 
a browser and Internet connection. 
Plus, it’s easy for remote contractors 
and third-party vendors to access your 
web apps with a set of credentials in 
order to do their jobs.

But it also offers a fast, easy and 
reliable way for online criminals to 
target access to these apps through 
third-party accounts to steal customer, 
employee, healthcare and other 
personal data.

Attackers can also exploit web 
application and system vulnerabilities 
to access, install malware and gain 
control over systems. Most of the time, 
the vulnerabilities they exploit are 
known vulnerabilities that affect older 
applications and systems that haven’t 
been updated or patched to the latest 
version. Updating all software to the 
latest version, applying all security 
patches and identifying out-of-date 
devices early is the best form of risk 
reduction and breach prevention. 
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Ensure 4 
Points of Trust

Trusted Access

Right Networks partners with Duo 
Security (a Cisco Company) to verify the 
identity of your users and the security 
health of their devices before they access 
the applications you want them to 
access.

Using an authentication app, users can 
log in with their primary credentials, and 
then their app will prompt them with a 
push notification to complete the 
secondary authentication by approving 
the request. This method is more difficult 
for attackers to intercept and offers a 
convenient way for users to log in by 
using their smartphones or other 
devices.

Universal Second Factor (U2F) is a strong 
industry standard for two-factor 
authentication created by the Fast ID 
Online Alliance (FIDO). It requires the use 
of a tamper-resistant USB device that 
allows users to log in by tapping a 
physical device plugged into their laptop.

Contextual Authentication Controls use 
an authentication solution that also gives 
you detailed data and logs about your 
users, including their name, IP address 
and location, time of authentication 
attempt, integration/application type, 
authentication method, and result 
(authentication success or failure).

With this data, you should be able to 
create custom authentication controls to 
restrict access based on your 
organization’s needs—for example, set 
up a geolocation policy based on user 
location parameters and block all users 
from countries you don’t do business in.

Ensure your users’ devices meet your 
organization’s security standards by 
using an endpoint solution that collects 
detailed data about the security health of 
every device used to log into your 
applications. It only takes one device 
running out-of-date software to expose 
your company to potential malware 
infection or a compromise, resulting in 
data loss. 

Trusted Users

MFA provides a second check after your 
users enter their usernames and 
passwords to verify their identities. 
Employ a cloud-based two-factor 
solution and use secure methods, like 
push notifications or a U2F device to 
complete authentication. SMS-based 
two-factor authentication is no longer 
secure according NIST standards, as SMS 
messages can be easily intercepted or 
redirected by remote attackers.

Attackers can also exploit web 
application and system vulnerabilities to 
access, install malware and gain control 
over systems. Most of the time, the 
vulnerabilities they exploit are known 
vulnerabilities that affect older 
applications and systems that haven’t 
been updated or patched to the latest 
version. Updating all software to the 
latest version, applying all security 
patches and identifying out-of-date 
devices early is the best form of risk 
reduction and breach prevention.

1

2

6



7

Trusted Devices

Endpoint visibility allows you to avoid 
the risks associated with known 
vulnerabilities. Use an endpoint 
visibility solution to check every device 
for the latest software, including 
operating systems, browsers, and 
plugins like Flash and Java.

Check devices to ensure they have 
important security features enabled, 
like screen lock, fingerprint 
identification and a passcode to keep 
intruders out.

3 Trusted Applications

Strong access controls and device 
security checks are only effective if 
they’re applied to every application. 
Create custom access policies and 
controls on a per-user-group and 
per-application basis to restrict 
remote user access. Give your users 
access to only what they need to do 
their job. This principle of least 
privilege can reduce the scope of 
risk if their account or device is 
compromised.
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Device access controls allow 
administrators to warn users 
and block any device that 
doesn’t meet minimum 
security requirements, 
eliminating the risk of 
spreading malware and 
unauthorized access.

Admins can also use an 
endpoint solution that lets 
them notify users of outdated 
devices and allows them to 
update their own devices 
before connecting to apps. 
Making users active 
participants in updating their 
own devices can involve them 
in the security process and 
make the “time-to-security” 
much faster for your 
organization.

Ensure 4 
Points of Trust 
(Continued)



Resources
1 https://www.cybintsolutions.com/cyber-security-facts-stats/

2 https://enterprise.verizon.com/resources/reports/DBIR_2018_Report.pdf
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How to Get Started
With security threats constant, passwords alone are not enough to 
secure your organization’s data. Using MFA is the only way to minimize 
risk by adding extra layers of protection.

Even better? Right Networks uses Duo Security, the leader in MFA 
technology, to authenticate over 180,000 user identities every day.

To learn more about this featured benefit, available in all Right Networks 
packages, visit us at RightNetworks.com today.

Join more than 3,000 
firms and 180,000 users 
that trust us to deliver 
their business-critical 
applications in the cloud 
every day.

1-888-210-0237

www.rightnetworks.com/get-started

sales@rightnetworks.com

https://www.cybintsolutions.com/cyber-security-facts-stats/
https://enterprise.verizon.com/resources/reports/DBIR_2018_Report.pdf
https://rightnetworks.com/
http://www.rightnetworks.com/get-started

